
Powering ServiceNow  
with Data Protection from CipherCloud

Now more than ever, enterprises must prevent and mitigate security threats, protect the 
privacy of their data and comply with a growing number of global regulations. When 
sensitive data leaves a business and enters the cloud, the risk for mistakes and 
breaches amplifies.

The power of ServiceNow combined with the extra protection of CipherCloud doubles 
down to protect cloud information all over the world. This multi-cloud architecture meets 
the most stringent standards for performance, scalability, security, privacy, and 
compliance. By leveraging the comprehensive safety of CipherCloud and efficiency of 
ServiceNow, enterprises receive clear insight into cloud activity and can take action 
immediately - while never losing control of their most important assets.

Let’s take a close look at exactly how this powerful combination prevents cloud security 
threats to enterprises across the globe - everyday. 

ServiceNow Powers Enterprises To “Work at Light Speed”

Cloud Information Protection Working At Light Speed



One of the fastest growing enterprise cloud and cloud based-enterprise software 
companies, ServiceNow supports enterprise-class customers from all segments. A large 
percentage of ServiceNow clients are Forbes Global 2000 companies - among the top 
public companies in the world. ServiceNow also serves numerous other large enterprise 
and commercial businesses with over 5,000 employees. 

Highly secure and highly available, ServiceNow solutions are designed specifically with 
the needs of the large enterprise in mind.

The Advantage of the Multi-Cloud Architecture: “System of Action” 

The ServiceNow multi-cloud architecture facilitates a “System of Action.” At its core is 
the underlying cloud infrastructure, called the “Non-Stop Cloud.” It’s home to the 
common platform, known as the “Now Platform” that provides the core services required 
to scale, build and deliver enterprise cloud SaaS applications.  



As shown above, the ever-evolving functionality of the platform offers a wide array of 
services to ServiceNow clients - from knowledge based service catalogs, to developer 
tools, to reports and much more.  

The Family Portrait: ServiceNow Cloud Services 

IT Service and Operations Management 
IT Service and Operations Management has traditionally been the core of ServiceNow 
cloud services. With that as its foundation, ServiceNow cloud services are expanding 
rapidly in other key areas.  

Security Operations 
Within the area of Security Operations, ServiceNow supports managing all the workflow 
around the plethora of security tools of most organizations. Typical ServiceNow 
enterprise customers have between fifty and seventy five different security tools. 
ServiceNow integrates with those tools and helps manage the workflow of identifying 
issues and resolutions to security escalations.  

Customer Service 
Built from the same underlying cloud platform, Customer Service is ServiceNow's 
external facing solution. It helps address issues such as: How do you support 
customers and prospects with their security issues? How do they file an issue? How is it 
tracked? How do they escalate it? How do they route it internally for resolutions?  

Human Resources 
While not replacing Human Resource systems, ServiceNow works alongside other 
Human Resource systems to help manage HR workflows such as: on-boarding 
employees, making changes to employee information, adding a family member, making 
an address change, etc. ServiceNow ensures that these tasks occur seamlessly across 
different systems. 

Business Applications 
In general, ServiceNow customers have tens of thousands of applications, that they’ve 
either built themselves or with partners. ServiceNow enables partners to integrate with 
all these other applications, with the ServiceNow applications, as well as others outside 
the ecosystem. As companies adopt increasingly more cloud solutions, ServiceNow 
makes sure they work seamlessly. All on the ServiceNow platform. 

Many ServiceNow customers rely on this highly scalable, high performing, and highly 
secure underlying cloud infrastructure. In fact, there are approximately forty thousand 
applications built by ServiceNow customers for different internal use cases. In addition, 
ISVs frequently build applications on the ServiceNow platform to solve for new use 
cases. Often for the medical or education industry, these solutions may be unrelated to 
IT, security, customer service or HR. Nevertheless, they depend on the highly secure 
ServiceNow infrastructure.  



 

Data Protection For A Variety Needs

ServiceNow is a flexible platform that addresses a wide range of business uses. 
Whether it's IT Service Management, Human Resources, Customer Service 
Management, Financial Management, Governance, Risk or Compliance, there is a large 
amount of sensitive data in the ServiceNow Cloud. 

Data is considered sensitive for a variety of reasons and would include such information 
such as names, phone numbers and email addresses. It may also include IP addresses, 
network identifiers, operating system levels, patch levels and knowing who has access 
to different types of data.  

Other highly sensitive data comes in the form of knowledge information - essentially the 
blueprint of an organization. This would be knowledge on how to complete certain 
actions, such as resetting a password. Other information would include Human 
Resource employee data, which is PII and in some cases, PHI. Social Security numbers 
and other sensitive data also exist in HR modules. Customer Service Management 
collects customer information, while Financial Management modules store account 
numbers and other financial data.  

The stakeholders in charge of this data range from the Chief Information Officer to the 
Chief Security Officer, to the new role of Chief Human Resource Officer. They all have 
different roles and varying interests, but they all participate in making sure that they are 
good custodians of the data that they are collecting. 



Structured Data vs. Unstructured Data 

Both structured and unstructured data can be categorized as sensitive within 
ServiceNow or any cloud. ServiceNow is a flexible platform that comes with a standard 
“dictionary” for data, which describes the data, incidents, etc. - the structure that 
organizations fill in. While there is a large amount of structured data, ServiceNow also 
allows for customization, so there are no limits on that data that an enterprise can enter 
into ServiceNow. While ServiceNow is used in many different ways, there may also be 
applications built internally for different uses. For example, there may be procurement 
data with sensitive information on pricing. There could also be highly sensitive HR data. 
There may also be data that is subject to differences in compliance regulations in 
particular locations. That’s why customized data is always dynamic - making it 
extremely necessary to track where data is located and ensure that it’s always 
protected. 

Attachments are typically unstructured and can often contain a significant amount of 
sensitive information, such as a file of social security numbers. In the case of IT Service 
Management, there could be an initial scan or report containing servers and sensitive 
information. Servers might also be attached. 

Cloud Data Privacy, Residency and Compliance Laws  

 

Compliance is very specific to geography boundaries and industry boundaries. Many 
regulations such as GLBA for financial institutions and HIPAA for medical are very in-
dustry specific. Others, such as General Data Protection Regulation (GDPR), are very 



geography specific. In addition, countries such as Russia and China have their own re-
spective data residency laws. 

Pictured above is the internet with the data center locations of ServiceNow partners 
from a cloud services perspective. The data is well connected and moves between the 
data centers, with backups of functionality being shared across the data centers.  For 
that reason, it can be challenging to understand what data is residing where and what 
laws might apply. For example, an employee’s first or last name might be compliant in 
the United States. However, when that same information is out in the cloud and shared 
across the data centers into Europe, it falls under GDPR compliance regulations. It’s 
vital to make sure compliance needs are met wherever data is shared. 

Types of Enterprises That Require Advanced Data Protection 

Data protection is a complex environment. Companies of all sizes from all industries 
and locations have different requirements. There are so many environments, locations, 
and uses that impact data protection needs. In fact, one company may have different 
requirements for the same data, depending on the location.  

Organizations in regulated industries such as financial, healthcare, retail, or the public 
sector, need advanced data protection. Very large companies that do business across 
countries are also good candidates for advanced data protection.  

ServiceNow customers vary in size and span many industries and geographies - all with 
different requirements based on the industry, their locations, the type of data, and the 



type of applications they may have deployed in their building. This creates a complex 
environment where the IT and CSO organizations must carefully analyze the situation 
and develop a plan on how to manage and deploy varying scenarios. ServiceNow offers 
Edge Encryption which is designed specifically for working with ServiceNow data. Ci-
pherCloud comes into play when working alongside other clouds with other environ-
ments, cloud to cloud and integrations with SAP SuccessFactors. CipherCloud takes 
over when there is data in other cloud systems, such as a marketing system, another IT 
system, etc. 

Discovering Sensitive Data and Potential Policy Violations 

It’s important to consider the type of company that needs advanced data protection. If 
an organization is in a regulated industry such as financial, healthcare, retail or the pub-
lic sector, it would clearly need advanced data protection. If it’s a very large multi na-
tional company that conducts business across countries, it would also need advanced 
data protection. 

It starts with the “data dictionary” of the enterprise. Organizations have a high level of 
data classification in place. They analyze the data sensitivity and rank the level of data 
elements as high, medium, or low sensitivity. Applying that to enterprise data is relatively 
simple because the data lives within the boundary of the enterprise. They already know 
who has access to what data. They already know the regulations that apply to the data.  

The risk increases when this data is taken out of the boundaries of the enterprise and 
into the cloud. This is especially true when the data gets replicated across regions, 
moves into multiple clouds and is accessed by various personnel. It can also be difficult 
to understand what regulations apply and what is considered a violation to something as 
simple as the names of people. What standards determine what data is sensitive? What 
qualifies under each of these categories? What kind of laws are applicable - PII, PHI, 
PCI, GDPR, PCI, GLBA or HIPAA? That’s why Global enterprises in every industry rely 
on ServiceNow. 



 

The CipherCloud Data Security and Compliance Analyzer does just that. It provides the 
lay of the land in a ServiceNow report by the Compliance Analyzer. This application 
takes a close look at the organization’s data dictionary, which is very specific to its Ser-
viceNow instance. From there, it provides recommendations, such as what data is con-
sidered sensitive by standards like PII, PHI, PCI. It also defines what qualifies under 
each of these categories and what laws are applicable. It also considers GDPR, PCI, 
GLBA and HIPAA which are always good enterprise security practices. The details are 
presented in a ServiceNow report. The CipherCloud Data Security and Compliance An-
alyzer application can be freely downloaded at store.servicenow.com  

 

http://store.servicenow.com


The picture above shows how the application appears within a ServiceNow instance. 
Once downloaded and launched, the compliance analyzer provides a report showing all 
the active modules and fields that are in use. For example, if you are interested in un-
derstanding the compliance of a user, simply filter based on the user. You will then see 
the different fields and the type of compliance standards that are applicable. 
 

How CipherCloud for Service Now Works 

CipherCloud lays on top of ServiceNow’s strong security cloud ecosystem with end-to-
end information protection across the ServiceNow cloud and other clouds, including 
SAP SuccessFactors. 

From an enterprise perspective, security is essentially a wrapper. All the data is 
contained in the enterprise perimeter. Security is seen as a boundary. When the 
enterprise assets - data and functionality - are pushed out to the cloud, there is a 
dichotomy of ownership. The data is owned by the enterprise, and the functionality, or 
the application, is actually holstered and owned by the vendor or the cloud service 
provider. So how do you ensure the security requirements are met? This has become a 
challenge for many organizations. When looking more deeply into the challenge, the 
fundamentals are essentially the same. The Security Triad - confidentiality, integrity, and 
availability - still apply. The need to prevent insider threats, outsider threats, and remain 
compliant with the regulations and compliance laws still apply. The recommendations by 
the standard bodies, such as the CSA, Gartner or Forrester means that the data must 
be encrypted or tokenized before it’s put to rest. There must also be adequate 



separation of duties between the encrypted data - the physical location and access - 
where the encryption keys and token walls actually reside. 

CipherCloud provides a multi-cloud platform that works in conjunction with ServiceNow. 
It’s a software-based solution that uses standard space encryption and strong 
tokenization. CipherCloud is validated by FIPS and is WES certified. As a software 
appliance, it is level one certified - the highest level for a software solution. CipherCloud 
also integrates with hardware security modules. Right out of the box, it provides safe net 
turnkey security integration. If an enterprise wants to achieve level 2 or 3 type of 
compliance, CipherCloud will integrate with other solutions. 
 

The CipherCloud appliance is placed in between the users and the cloud. To the left of 
the gateway, there are the typical user surfers - the requestors, fulfillers, the end users, 
the managers and the process designers who are working through the gateway to go to 
ServiceNow. Next there is one SSL connection between the users and the CipherCloud 
security gateway. The gateway initiates another connection to the ServiceNow Cloud. All 
of this ensures the data is fully protected. When the data resides in ServiceNow it is 
encrypted, which also protects the data at rest. There are also multiple other use cases 
or ways to access the data, such as third party systems, movement tools, an 
Informatica type of application, or a web services client. The gateway supports this 
range of user access to ServiceNow - not only the browser access, but web services, 
data flows, badge processes, email, mobile, etc. - all are covered to the ServiceNow 
cloud. ServiceNow also supports the standard enterprise integration, such as the single 
sign on. It is also important to make sure the user IDs are leveraging the single sign on 
process and that they are interoperable with mid servers and other the ServiceNow 



instruments. The gateway does all that, and the net result is complete ownership of the 
encryption keys - they are never shared with anyone outside of the organization. The 
gateways and keys are completely safe within the environment, and the data is 
encrypted before it leaves the organization’s control. That’s why this solution is known 
as “zero-knowledge” protection - no one outside of the organization knows what the 
data contains. From a security perspective, the data is encrypted, not only during 
transmission, but while at rest and when in use. That means when the data is being 
searched within ServiceNow or being sorted, it still resides in encrypted form. This 
totality of encryption - during transmission, at rest, and in use is what makes this 
solution so powerful. If a security solution is not business ready, it isn’t really usable. 
That’s why CipherCloud works with ServiceNow functionality to provide the highest level 
of security while preserving performance. 

 



Key Considerations When Encrypting Sensitive Data Across ServiceNow Clouds 

When it comes to cloud security there are two key considerations: security and 
functionality. Each has important stakeholders. The security team must make sure that 
standard based algorithms are used and stronger key management is leveraged. The 
business side must know that ServiceNow stays functioning and always remains 
accessible. 

ServiceNow maintains the very best functionality in terms of what organizations can do 
across modules. Any security solution must work with user operations - whether it’s 
standard text, numbers, email, dates, html, journals, or attachments. These multiple 
formats across ServiceNow cater to specific needs. That’s why it’s important to make 
sure that the solution is compatible with those different formats. For example, if there is 
a need to expose some information, such as the first few digits of a phone number, the 
solutions should be compatible with that. In certain cases, tokenizing the data for data 
residency has become important in some instances across the globe. In certain 
countries, data cannot be taken out of the physical location - making it important to 
tokenize the data and keep it local to that geographic location. ServiceNow provides 
data reporting on items such as column level searches or google searches. It’s also 
important that the security solution preserves data sorting and other user operations.  

There are multiple modules within ServiceNow - IT Service Management, CMDB, HR 
Management, Customer Service Management and Financial Management. The various 
modules are placed in a way that delivers the enterprise integration, such as emails and 
workflows. For example, if someone wants a laptop, emails must go through the 
requestor and to the approver. The workflow must take care of all the necessary 
elements of ServiceNow before it’s completed. As part of the service catalog there are 
variables, variable sets, record producers and service portals. The business logic 
driving all of these is captured which makes business rules important. No cloud works 
alone in today’s world. That’s why ServiceNow integrates with success factors. For 
example, customers send web service calls from ServiceNow to third party provisioning 
systems so that the request can be completed in automated fashion. Supporting all of 
these use cases while the data stays interrupted with ServiceNow its extremely 
important. CipherCloud pays close attention to that business readiness and strongly 
supports organizational users to use as much functionality as possible in the cloud 
without compromise, while keeping the data secure. 



 

Recommendations: Understand The Environment and The Data 

When thinking about cloud security, it’s important for organizations to understand their 
environment. Knowing their specific use cases helps identify what solutions will best 
address those needs. Specific regulatory compliance issues, or geographic issues, may 
raise a different set of questions. That’s why ServiceNow works with CipherCloud. It 
augments the service and helps understand the appropriate solutions. For a complete 
security picture, understanding the unique specifications that must be addressed is the 
starting point to provide the ideal security solution. 

It’s also important to understand the type of data to know what security control 
framework is required. With all the pieces in place, enterprise policies, security policies, 
as well as regulatory and compliance needs can be addressed. By viewing cloud 
security as a journey and taking a holistic approach, it streamlines the security strategy 
over multiple clouds, effectively lowering the total cost of ownership and maintenance.


